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Outline of Today’s Discussion

1. Background resources

2. Current trends

3. Future regulatory landscape
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Law Enforcement

e Consumer protection and bank regulators (CFPB, FTC, OCC, DOJ,
FDIC, state attorneys)

e Banks and processors are gatekeepers and “chokepoints”

e Banks and processors are uniquely positions to spot red flags
when underwriting and monitoring

e Ba

redress
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Typical “Chokepoint” Lawsuit

* The processor intentionally * Injunctive relief * Ban on operating as a processor
facilitated fraud  Rescission of contracts (extreme cases)
* The processor turned a blind eye « Disgorgement of ill-gotten gains ¢ Ban on servicing certain industries
to fraud « Redress to consumers (total or merchants using certain sales
* The processor provided amount of sales processed, less practices
substantial assistance to a person refunds and chargebacks) ¢ Merchant screening and
that violated telemarketing rules Liability for individuals (company monitoring requirements more
 The processor is jointly and officers, directors, managers) restrictive than industry standard
severally liability with the (sometimes) ¢ Payment of a monetary penalty
merchant for the full volume of « Sales agent onboarding and
sales processed monitoring requirements
* Notices to bank, ISO, and other
partners

® Ongoing government oversight
and compliance reporting
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Wachovia (2008)
First Bank of Delaware (2012)
CardFlex (2015)

Alliance

CardReady (2016)
Newtek (2017)
Allied Wallet (2019)
Transact Pro (2020)

Complete Merchant Services (2020)
Madera Merchant Services (2020)

First Data (2020)

Qualpay (2020)

Automated Funds Transfer Services (2021)
iStream (2022)

Brightspeed (2023)
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RAM Payment (2023)
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Latest Trends in Enforcement
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Chargeback Mitigation Services

e FTC and State of Florida v. Chargebacks911 (filed April 12, 2023)
— o Allegations:
e Disputed chargebacks filed against its merchant-clients with misleading
information
e Submitted false web site screen shots to banks
e Manipulated chargeback rates
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*  FTCv. Nexway, Inc. (filed April 17, 2023)

* Sales for allegedly fraudulent tech support scammers processed through
the merchant account of a third party

* Alleged violations of Telemarketing Sales Rule card laundering prohibitions

* Other potential concerns with MoR model: customer service confusion,
unlawful/unlicensed money transmission
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Telemarketing

* Telemarketing Sales Rule (TSR): One of FTC’s most powerful law enforcement tools

« Specific provisi . . . . . Ing
investment opportunities, use of preacquired account information
* Makes it unlaw to provide “substantial assistance or support to any seller or
telemarketer when that person knows or consciously avoids knowing that the seller or
telemarketer is engaged in any act or practice that violates” core TSR provisions
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* Manipulative tactics that induce consumers to complete an action they would not
have otherwise completed if they understood what they were acting on at the time

* Drive unwitting consumers to purchase items, share information, and agree to legal
terms without intending to do so

* Bringing Dark Patterns to Light — FTC Staff Report, September 2022
* Design Elements that Induce False Beliefs
* Design Elements that Hide or Delay Disclosure of Material Information
* Design Elements that Lead to Unauthorized Charges
* Design Elements that Obscure or Subvert Privacy Choices
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Digital Dark Patterns - Examples

Please enter your details 1o reserve your item(s)

e “Trick Questions”

— Title

Mr. 3
* Aseries of checkboxes
First name * are Shown
Last name * .
* The meaning of the
Fma checkboxes is alternated,
Bttt [Phe so that ticking the first
ohe means lI; Nt ;”tll an d
| Please do not send me details of products and offers from Currys.co.uk the Second means ”opt
Please send me details of products and offers from third party organisations <
recommended by Currys.co.uk n.
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What will you do with your domain name?

* “Sneak into Basket”

* Extraitem added to the
cart automatically

We've added privacy. Here's why.

ihen you register a domain, your name, as

We highly recommend domain privacy, but it is an optional feature.

Seectplan adding an item by

® Privacy Protection $9.99 fdeamain par yase . H
e defaulting to a choice
Ultimate Protection & $14.99 fdomsin per year
Security i
View Details @
No Thanks
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Digital Dark Patterns - Examples

* “Hidden Costs”

o - Order Subtotal $50.98
Standard Delivery $14.90 ) :J?expiﬁtedhcoslfs atppear
(Care & Handling $2,99) ;rsclgss € checkou
Tax $4.56

* Cost may be disclosed
Total $73.52 only after payment
- lotail filled

Savings Today © $9.00
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* “Unnecessary, unavoidable, or surprise charges that inflate costs while adding little to
no value.” (FTC, Oct. 20, 2022)
* Cramming hidden fees to which consumers did not consent
* Misrepresenting optional services or upgrades as mandatory
* Charging for products or services with little or no value

* Examples:
* Add-on fees for telecommunications services and live entertainment
* Booking a hotel room or purchasing tickets and finding a surprise fee at checkout (e.g., “resort fee”)

* Ancillary products in conjunction with loans, auto financing, or another complicated transaction,
ending up on the final bill without the consumer’s awareness or consent
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ForRelase
Junk fees )
Federal Trade Commission Explores Rule Cracking Down on
Junk Fees

The CFPB launched an initiative to save households billions of
dollars a year by reducing exploitative junk fees charged by banks
and financial companes.

Agency seeks comment on harms from unnecessary, unavoidable, or surprise charges that
inflate costs while adding little to no value

- Q00

Surprise overdraft fees

S Latest news . Research and Reports
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Pay-to-Pay: Surcharges, Service
Fees, Convenience Fees
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Card Network Definitions

e Surcharge — A fee added to a transaction for the acceptance of payment by credit card. Not allowed for debit card

transactions. A surcharge is generally defined to mean any increase in the price or cost of goods or services that is

~ imposed on a customer paying by credit card, that is not imposed on a customer paying by cash, check, or other

means. Card brands currently cap surcharges to the lesser of the merchant discount rate or 3% (Visa) or 4%
(Mastercard).

e Convenience Fee — A fee added to a transaction that is charged for a bona fide convenience to the cardholder (e.g.,
an alternative channel outside the merchant’s customary payment channel) that is not charged solely for the
acceptance of a credit card.

e Service Fee — A separate fee (i.e., not included in a single transaction) assessed to a cardholder that uses a credit

— —cardieﬁmnsaeﬂer&m{eﬁammeﬂn&te&merehaﬂteategeﬁes—

Notwithstanding card definitions, many companies and third party servicers add on convenience fees, service fess,
support fee, handling fee, care fee, and fees by any other name. Disclosure is Key.
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* Laws do not generally distinguish between surcharges, convenience fees, service fees
* Federal law does not currently prohibit a merchant from passing through credit card processing fees
* Talk to counsel about state law issues. Example issues:
* Only Connecticut, Maine, and Puerto Rico continue to have surcharge prohibitions in full force and
effect.
* In Massachusetts, the Division of Banks indicated that surcharges can only be imposed by the third-

party payment processor.
* In New York, merchants must post the surcharge price alongside the credit card price.
* In Colorado:
* Surcharge must be either two percent of the transaction value or the actual amount the
merchant pays to the payment processor for processing the transaction.
* A merchant may not impose a surcharge if the customer elects to pay by cash, check, debit card,
debit payment, or gift card.
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How Will Consumer Protection Regulators View
Surcharges and Fees?

e Are surcharges, convenience fees, and service fees “junk fees”?

o Are they surprise charges subject to dark pattern claims?

Prepared by Venable LLP
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* Payment authorizations (application / lead generation phase) — are
consumers authorizing payments without knowing the amount,
dates, and total of payments?

* Convenience fee permissibility — are they allowed and are they
authorized by contract?

* Convenience fee servicing — Is it truly a third-party fee? Is the
consumer reminded of free options?
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- Data Use & Misuse (Privacy)

22



L.

Online Lenders Alliance

 CFPBCircular on Data Security

< Newsreo

CFPB Takes Action to Protect the Public from
Shoddy Data Security Practices

Financial companies may be held liable for unfairly putting Failure to implement the following may trigger liability:

customers' data at risk

AUG 11, 2022

1> - 1=1 * Multi-factor authentication

* Adequate password management
WASHINGTON, D.C. - The Gonsumer Financial Protection Bureau (CFPB) confirmed ina * T|me|y software Updates

circular publizhed today that financial companies may violate federal consumer financial
protection law when they fail to safeguard consumer data. The circular provides guidance o

consumer protection enforcers, including examples of when firms can be held liable for lax
Gata securtty protocols.

*Financial firms that cut comers on data security put their customers st risk of identty theft,
fraud, and abuse, " said CFPB Director Rohit Chopra. “While many nonbank companies and
finencial technology providers have not been subject to careful oversight over their data
security, they risk legal liability when they fail to take commonsense steps to protect
personal financial data.”

The CFPB is increasing its focus on potential misuse and abuse of personal financial data. As
part of this effort, the CFPB circular explains how and when firms may be violating the
Consumer Financial Protection Act with respect to data security. Speciically, financial
campanies are at isk of violating the Consumer Financial Protection Act if they il to have
a0equate measures 10 protect against data securly incidents.
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Future regulatory landscape

- e Increased Use of Novel Enforcement Tools
o Notice of Penalty Offenses
o FTC Rulemakings to Enforce
= Customer Reviews
= Junk Fees
= Negative option rulemaking
= Business Opportunities and Earnings Claims
= Endorsements and Testimonials
e Increased interest in Contempt Investigations and Proceedings

e CFPB use of new enforcement methods
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e CFPB/FTC: Continued focus on large financial institutions / Big Tech;
Junk Fees
e State AGs: Ever-growing threat
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Future regulatory landscape

o e State credit and mini FDCPA laws - impact on convenience fees
e Payment authorization choices - RCC issues, credit card issues — are
these real alternatives to a PEFT?
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www.allaboutadvertisinglaw.com JD Supra: @JustinHosie

LinkedIn: @JustinHosie
Monthly Webinar: @CFPBBites

27




